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摘  要 
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The security features of operating system becomes the focus of researchers when 
it’s on birthday. Access Control is a better technical means for preventing to accesss 
files in our computer freely. 
The thesis analysis the network information security and access control 
technology under current situation , the access control related concepts and strategies 
are summarized, the access control technology to conduct in-depth analysis. Under 
different operating system environments, the thesis analysis and research the 
following work about access control technology. 
First of all, the thesis discusses the main technology of access control, access 
control model, basic strategy, mechanism. management and development of access 
control technology are also analyzed. 
Secondly, the thesis chooses Linux and Windows operating system as the 
analysis object, the Linux operating system characteristics also described the access 
control security risks,at the same time, the access control of the Windows operating 
system is realized by setting the parameters of password elements such as Linux ; the 
basic concepts and security model for generalization are analyzed on Windows 
operating system access control principle and control system for the access control 
technology in the different operating system application research foundation. 
Thirdly, according to the different features of the operating system, the thesis 
compares access control technologys in the different operating system, which 
improves the operating system security research and finds out the specific reason. 
Fourthly, the thesis introduces the demo about the application in LAN of the office 
and security system ,and the example about the implementation in Windows XP file 
access control, they improve that the access control play an important role in the 
safety of system.Designing and adjusting the structure network of office and 
management mechanism with my work experience which play an important role in 
secrecy work. 
The thesis researchs and analysises the applicaton of access control technology in 
Linux and Windows operating system, it plays important role in improving the 
network information security. 
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第一章  绪论 




























































































































































































源于 20 世纪 70 年代.最初的需求是保护大型计算机系统的数据集的安全
[2]
。20
世纪70年代初,Anderson [3]首先提出了引用监视器(reference monitor) 的概念 ,为
访问控制成为一项关键的安全技术奠定了理论基础。进入90年代后，D．EFerraiolo
和D.R.Kuhn提出了第一个RBAC模型。随着互联网普及、分布式系统应用，单一的
安全策略已经远远不能满足安全需求，1993年，美国国防部提出了DGSA (DoD Goal 
Security Architecture)，该框架更明确提出了对多安全模型的需求。90年代初，
Abrams和Lapadula提出了经典的支持多安全策略的通用访问控制 (General 




分布式可信操作系统(Distributed Trusted Operating System，DTOS)。DTOS项目的
AEF部分已经能够静态加载多种安全模型。在DTOS和GFAC的基础上，美国国家安
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